
VITALCHEK NETWORK, INC. 
Paper and Electronic Media Policies 

1.1 Policy Applicability 
All employees handling hardcopy or electronic media must follow this policy. Departures from this 
policy will be permitted only if approved in advance and in writing by VitalChek. 

1.2 Storage 

1.2.1 Hardcopy Media 
Hard copy material containing sensitive or confidential information (i.e.: paper receipts, paper 
reports, faxes, etc.) is subject to the following storage guidelines: 

• At no time are printed reports containing sensitive information to be removed from any 
VitalChek or Agency secure office environment 

• At no time is printed material containing sensitive information to be removed from any 
VitalChek data center or computer room without prior authorization from the General 
Manager. 

• Printed reports containing consumer sensitive data are to be physically retained, stored 
or archived only within secure VitalChek or Agency office environments, and only for the 
minimum time deemed necessary for their use. 

• All hardcopy material containing confidential or sensitive information should be clearly 
labeled as such. 

• All sensitive hardcopy media must be stored securely in a safe or locking file cabinet 

• Sensitive hardcopy material is never to be stored in employee desks or open workspaces 

1.2.2 Electronic Media 
Electronic media containing sensitive or confidential information (i.e.: CD, DVD, floppy disk, hard 
disk, tape, etc.) is subject to the following storage guidelines: 

• Confidential and sensitive information should never be copied onto removable media 
without authorization from VitalChek’s Information Technology Department. 

• At no time is electronic media containing sensitive information to be removed from any 
VitalChek or Agency secure office environment, with the exception of computer system 
backups 

• At no time is electronic media containing sensitive information to be removed from any 
VitalChek data center or computer room without prior authorization from the Information 
Technology Department 

• Electronic media containing consumer sensitive data are to be physically retained, stored 
or archived only within secure VitalChek or Agency office environments, and only for the 
minimum time deemed necessary for their use. 

• All electronic media containing confidential or sensitive information should be clearly 
labeled as such 

• All removable, sensitive electronic media must be stored securely in a safe or approved 
locking file cabinet. 

• All hardware (i.e. servers, workstations, modems, etc.) on which sensitive electronic 
media is stored shall be placed in a secure area and not be removed from a secure 
agency environment. 
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